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Subpart A--General Provisions

11.1 Scope.

11.1 JE[l

(@) AFEHERE 12 hniE, H TP P B il Bss. B
TICKMFEEA M AENE a5, PUREESE R T4l M T 5454
HIE .

(@) The regulations in this part set forth the criteria under which the agency
considers electronic records, electronic signatures, and handwritten signatures
executed to electronic records to be trustworthy, reliable, and generally

equivalent to paper record sand handwritten signatures executed on paper.
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(b) This part applies to records in electronic form that are created, modified,
maintained, archived, retrieved, or transmitted, under any records requirements
set forth in agency regulations. This part also applies to electronic records
submitted to the agency under requirements of the Federal Food, Drug, and
Cosmetic Act and the Public Health Service Act, even if such records are not
specifically identified in agency regulations. However, this part does not apply to

paper records that are, or have been, transmitted by electronic means.

(C) ZHL T RRAL AR B L FIC AT B A HE 70 BRI, B RN AT L5~ 2544
FETPFEREL . 405 AR P ERE 2R, BRIEREME
1997 4 8 H 20 H LIKAF A 35 iR A 15 L

(c) Where electronic signatures and their associated electronic records meet the
requirements of this part, the agency will consider the electronic signatures to
be equivalent to full handwritten signatures, initials, and other general signings
as required by agency regulations, unless specifically excepted by regulation(s)

effective on or after August 20, 1997.

(d) R 11.2, FFEAE > BRI 71L& 1] DA IC SR, BRARRS Al o
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(d) Electronic records that meet the requirements of this part may be used in lieu
of paper records, in accordance with 11.2, unless paper records are specifically

required.

(e) THHEVLARSG CEREREAEAEAE) M ARG SR N E S 4, %52 FDA
HIRIE o

(e) Computer systems (including hardware and software), controls, and
attendant documentation maintained under this part shall be readily available

for, and subject to, FDA inspection.

(f) Ao A& T 1.326-1.368 & 11 i 2 I i Z L 3 AT A AT T2 170
o3 ) T ER BRI, WERAE FL Al F BV LY R 75 220, A5 9R 75 20
AEAS TR B EE K

(f) This part does not apply to records required to be established or maintained
by 1.326 through 1.368 of this chapter. Records that satisfy the requirements of
part 1, subpart J of this chapter, but that also are required under other applicable

statutory provisions or regulations, remain subject to this part.

(9) 2] (o) FRIFH 13 2 I, S0 Al A 7 R 78 AN K

11.2 3147
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11.2 Implementation.

(@) X T HERFHEL T IR Cx, RERE S HERFEN L, 7
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(@) For records required to be maintained but not submitted to the agency,
persons may use electronic records in lieu of paper records or electronic
signatures in lieu of traditional signatures, in whole or in part, provided that the

requirements of this part are met.

(b) X FIRAHIRIHIICSE, AT PARR 79 B4 FB A ) L il AUE 4O ie =, BY
HFEAREBERREL, ATHee:

(b) For records submitted to the agency, persons may use electronic records in
lieu of paper records or electronic signatures in lieu of traditional signatures, in

whole or in part, provided that:

(1) AHESI I EE R AT 20 2 5

(1) The requirements of this part are met; and
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(2) The document or parts of a document to be submitted have been identified
in public docket No. 925-0251 as being the type of submission the agency accepts
in electronic form. This docket will identify specifically what types of documents
or parts of documents are acceptable for submission in electronic form without
paper records and the agency receiving unit(s) (e.g., specific center, office,
division, branch) to which such submissions may be made. Documents to agency
receiving unit(s) not specified in the public docket will not be considered as
official if they are submitted in electronic form; paper forms of such documents
will be considered as official and must accompany any electronic records.
Persons are expected to consult with the intended agency receiving unit for
details on how (e.g., method of transmission, media, file formats, and technical

protocols) and whether to proceed with the electronic submission.

11.3 E X

11.3 Definitions.

(@) FEVEZ 201 #7) H AL 4 1 E SO S g T A8 0
(a) The definitions and interpretations of terms contained in section 201 of the

act apply to those terms when used in this part.
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(b) The following definitions of terms also apply to this part:

(1) ERIBELEmA R MER (21 5 EVEM 321-393, % 201-903
IS
(1) Act means the Federal Food, Drug, and Cosmetic Act (secs. 201-903 (21 U.S.C.

321-393)).

(2) MlrgfaHI 2 ' a2y ah i EE 2R .

(2) Agency means the Food and Drug Administration.

(3) AR B I A2 — AL TS N AR B AE B 5T S AR AT DU = i T
BAEN N B 7732, IR SERRAE B A A A AR B 9 AT LI &)

(3) Biometrics means a method of verifying an individual's identity based on
measurement of the individual's physical feature(s) or repeatable action(s)
where those features and/or action sare both unique to that individual and

measurable.

(4) FHHRGIRH e R G HIEN 2 HF0 S A E D DT AZE R RIS
(4) Closed system means an environment in which system access is controlled by
persons who are responsible for the content of electronic records that are on the

system.
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(5) Digital signature means an electronic signature based upon cryptographic
methods of origin at or authentication, computed by using a set of rules and a
set of parameters such that the identity of the signer and the integrity of the data

can be verified.

(6) HFICFKIRIRAT CF BUER . din . B0, il s A (s S
HE DT T BN RGPAER. B2. 4ERF. A, Ik 8o & .
(6) Electronic record means any combination of text, graphics, data, audio,
pictorial, or other information representation in digital form that is created,

modified, maintained, archived, retrieved, or distributed by a computer system.

(7)HL T2 A4 TR R AR5 BT ST G 1 A PRAT SR B AL,
LG A RSO N AT B4R FY) .

(7) Electronic signature means a computer data compilation of any symbol or
series of symbols executed, adopted, or authorized by an individual to be the

legally binding equivalent of the individual's handwritten signature.

8) TFEZARHENNTERUEZBEHIL S, BB EAEKAEERR L
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(8) Handwritten signature means the scripted name or legal mark of an individual
handwritten by that individual and executed or adopted with the present
intention to authenticate a writing in a permanent form. The act of signing with
a writing or marking instrument such as a pen or stylus is preserved. The scripted
name or legal mark, while conventionally applied to paper, may also be applied

to other devices that capture the name or mark.

(9) TR SRR R G AN Z 2 il s A & o0 N2 5L
(9) Open system means an environment in which system access is not controlled
by persons who are responsible for the content of electronic records that are on

the system.

M —H TR

Subpart B--Electronic Records

11.10 M RS

Sec. 11.10 Controls for closed systems.

il I P AR GEREAT B B 4ERF RS A sk N SR A T 2 B it
HIRE R ANz, DA R A FCR B BOSE e . TStk DL IR EEE, R IR2E &
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Persons who use closed systems to create, modify, maintain, or transmit
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electronic records shall employ procedures and controls designed to ensure the
authenticity, integrity, and, when appropriate, the confidentiality of electronic
records, and to ensure that the signer cannot readily repudiate the signed record

as not genuine. Such procedures and controls shall include the following:

@) RGuHHIA, DIRORERYE. wlEEME . FREERITUITERE, DL TC R ER
5 e B ) fe
(a) Validation of systems to ensure accuracy, reliability, consistent intended

performance, and the ability to discern invalid or altered records.

(o) 7= ZE RGN 5E BERIIC SR A I RE /T, ZEIA N BLRT Bl 13 R L1384 1T
A& THU AR E S PP A o 0 SRAT AR G AU REAT BESR fL e VP
B A A BEJJ I SE IR, N IR R AL o

(b) The ability to generate accurate and complete copies of records in both
human readable and electronic form suitable for inspection, review, and copying
by the agency. Persons should contact the agency if there are any questions
regarding the ability of the agency to perform such review and copying of the

electronic records.

(€) X T id s I OR P BA DR T s DRAF S TR (R AE B AT TP A
(c) Protection of records to enable their accurate and ready retrieval throughout

the records retention period.
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(d) X FRADANHR RGN

(d) Limiting system access to authorized individuals.

(e) M=l tFEN AR AW ECH S THERES, PAIMST 0 igF
N A BENFNBEE A& sl Bk B s & A 0 H AT [A] . 10 5 i AR
AN 5 2 FTCSR G B IS H T PR ER SO RO AR 2D AT Tl sk i /R
[F)REAC I TR), O HL AT PARA LA DY 5 A 2 A

(e) Use of secure, computer-generated, time-stamped audit trails to
independently record the date and time of operator entries and actions that
create, modify, or delete electronic records. Record changes shall not obscure
previously recorded information. Such audit trail documentation shall be
retained for a period at least as long as that required for the subject electronic

records and shall be available for agency review and copying.

(f) TPy, (0 #ERE R Guix i Lol fo 1 B 20 SRAN S B o
(f) Use of operational system checks to enforce permitted sequencing of steps

and events, as appropriate.

(9) fEHBRZ & LA PR R AL RBE DN N UMEH iz #2598, 125500
%, BENERAEBTH LR S A B, BBl sk, AT TR HHRAE
(g) Use of authority checks to ensure that only authorized individuals can use the

system, electronically signa record, access the operation or computer system
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input or output device, altera record, or perform the operation at hand.

(h) s A 28 g 1ag 2 A% 2 LA o 20000 i A\ BB AR 3mSR TR A 51
(h) Use of device (e.g., terminal)checks to determine, as appropriate, the validity

of the source of data input or operational instruction.

(i) #EI K. darpelifi il R/ T EA RAPIANRESE —EMHE
H AL PR AT P 0 B A4 55

(i) Determination that persons who develop, maintain, or use electronic
record/electronic signature systems have the education, training, and experience

to perform their assigned tasks.

() XTS5 B SLAE S, AN SO T ARATT FL 2R A% AT B R AUE X5
MTAE, PARHIEXTI0 N2 44 1 i o

(j) The establishment of, and adherence to, written policies that hold individuals
accountable and responsible for actions initiated under their electronic

signatures, in order to deter record and signature falsification.

(k) f & =0 RG], B

(k) Use of appropriate controls over systems documentation including:

(1) XF RGuisAT MgEd ST 0 K BEANME A 0 3E =442

(1) Adequate controls over the distribution of, access to, and use of
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documentation for system operation and maintenance.

(2) BN TR GIRE R, DAORRE e TR TR, Il SR TR) M ) 2R GE SR T
RAMBEIT

(2) Revision and change control procedures to maintain an audit trail that
documents time-sequenced development and modification of systems

documentation.

11.30 HIR AR G4l

11.30 Controls for open systems.

T AR G AT G B 7 BliALdar il il sk U N N A 2 it
HORE e AN ], DA O L 10 s B S AL R LS L RIS AT DR 1
B RS e A 1 B AL AR 11.10 mp prilUal 0 8, LRSI B0 it ot SC A in
ANE B AAhRHERI A, AR ORIC S A et . T SEPERI DR 1
Persons who use open systems to create, modify, maintain, or transmit electronic
records shall employ procedures and controls designed to ensure the
authenticity, integrity, and, as appropriate, the confidentiality of electronic
records from the point of their creation to the point of their receipt. Such
procedures and controls shall include those identified in 11.10, as appropriate,
and additional measures such as document encryption and use of appropriate
digital signature standards to ensure, as necessary under the circumstances,

record authenticity, integrity, and confidentiality.


mailto:xiqing.wu@amphenol-sensors.com

xJz—J_[__I xiging.wu@amphenol-sensors.com

11.50 244 T 1\

Sec. 11.50 Signature manifestations.

(@) ZFE A FICK M A FEEZFHRIE R, PTE T A%
(@) Signed electronic records shall contain information associated with the

signing that clearly indicates all of the following:

(1) Z=& NHIENRIAALES ;

(1) The printed name of the signer;

(2) 254251 A ]

(2) The date and time when the signature was executed; and

(3) ZFAAHHRHIE X CnpPs . bk, BRSTE S ),
(3) The meaning (such as review, approval, responsibility, or authorship)

associated with the signature.

(b) B3k 33 H BN AT AT il sk R RE B9, IR N AL & AR AT AR ] ] 52
il Z s T (a7~ BoR BT ED .

(b) The items identified in paragraphs (a)(1), (a)(2), and (a)(3) of this section shall
be subject to the same controls as for electronic records and shall be included as

part of any human readable form of the electronic record (such as electronic


mailto:xiqing.wu@amphenol-sensors.com

xJz—J_[_'_I xiging.wu@amphenol-sensors.com

display or printout).

11.70 2405+

Sec. 11.70 Signature/record linking.

HL 28 44 LI035 25 44 RO A M. i) F Tl sedb AT i 92, DL IR AE
YA AR 8 F B VIR . BB R s il

Electronic signatures and handwritten signatures executed to electronic records
shall be linked to their respective electronic records to ensure that the signatures
cannot be excised, copied, or otherwise transferred to falsify an electronic record

by ordinary means.

C H#B 7 —HL 745

Subpart C--Electronic Signatures

11.100 8 FHE SR

Sec. 11.100 General requirements.

(@) AR TR TR AN R ME— [, AN BE WA AT AR AP A B
PaNLe
(a) Each electronic signature shall be unique to one individual and shall not be

reused by, or reassigned to, anyone else.


mailto:xiqing.wu@amphenol-sensors.com

7 |

£ M0 5

{ A ] .

e xiging.wu@amphenol-sensors.com

(b) LT, Bl NUEBGIE SR N B 525 44 sl I B K 2w, A
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(b) Before an organization establishes, assigns, certifies, or otherwise sanctions
an individuals electronic signature, or any element of such electronic signature,

the organization shall verify the identity of the individual.

(c) FEH R THE, NAMFEPIUEIAE 1997 4 8 H 20 HZ Ja &4t
L 72524 TN S5 AR GE i 35 25 44 & VR SE A Y

(c) Persons using electronic signatures shall, prior to or at the time of such use,
certify to the agency that the electronic signatures in their system, used on or
after August 20,1997, are intended to be the legally binding equivalent of

traditional handwritten signatures.

(1) Uk B N BLAR 5 200 22 X 4838 5 7 2> %5 (HFC-100),5600 Fishers Lane,
Rockville, MD 20857, J2&E L4 T 5454 .

(1) The certification shall be submitted in paper form and signed with a
traditional handwritten signature, to the Office of Regional Operations (HFC-100),

5600 Fishers Lane, Rockville, MD20857.

(2) B 2244 BN RSB U 2R, RLFRAERAM Ik B BAESE LLUE By
TE T2 4 [FIZ 8 N T 5242 GR35 A 1.
(2) Persons using electronic signatures shall, upon agency request, provide

additional certification or testimony that a specific electronic signature is the
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legally binding equivalent of the signer's handwritten signature.

11.200 HE 2544 1 2H Rl AN 44 i)

Sec. 11.200 Electronic signature components and controls.

(@) AFFFEPRBI A 1254

(a) Electronic signatures that are not based upon biometrics shall:

(1) KA 2D PRS0 R A 7, a0 AR AT 5
(1) Employ at least two distinct identification components such as an

identification code and password.

(i) BIHENE—IRFFERTBH RGHNG, AT T — RIINEF, BLH—
R DS FH A R T2 2 R 7y s #56 PR B N B/ —
TRAARER Ty, H T EACAT BUH 2 A AT A .

(i) When an individual executes a series of signings during a single, continuous
period of controlled system access, the first signing shall be executed using all
electronic signature components; subsequent signings shall be executed using at
least one electronic signature component that is only executable by, and

designed to be used only by, the individual.

(i) Z— N AAE—IRIFERIEH RGN P PAT DD, A

AR A I BT 1) L 244 A AR O
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(i) When an individual executes one or more signings not performed during a
single, continuous period of controlled system access, each signing shall be

executed using all of the electronic signature components.

(2) I REH HIERI T A H

(2) Be used only by their genuine owners; and

(3) JE A = B FEAIAT, AR ERAR L E B AN AR AT HeAth N 221
TR, TEEADIEZ D NE .

(3) Be administered and executed to ensure that attempted use of an individual's
electronic signature by anyone other than its genuine owner requires

collaboration of two or more individuals.

(b) Z& T A=W () FE 25 44 Nl e 1R TH R DR 2 44 A T DA B B OE BT A
H AT AT AP o
(b) Electronic signatures based upon biometrics shall be designed to ensure that

they cannot be used by anyone other than their genuine owners.

11.300 1R FIAL /25 A 1 42 il

Sec. 11.300 Controls for identification codes/passwords.

fi P TR B A AT RS AL 5 (0 L 128 44 N RRCR S & ], DR fR
ZAPEAAIFEVE . R B AL 4
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Persons who use electronic signatures based upon use of identification codes in
combination with passwords shall employ controls to ensure their security and

integrity. Such controls shall include:

(a) AERFREDIRNAGANEE RS AL S B ME—1E, aniA A AN AH R A TR0 AL
HMIE IS5

(@) Maintaining the uniqueness of each combined identification code and
password, such that no two individual shave the same combination of

identification code and password.

(b) AR VARG AN S B RO e SR A . A [l sz el i) (9 s 2 L )
AR
(b) Ensuring that identification code and password issuances are periodically

checked, recalled, or revised(e.qg., to cover such events as password aging).

© X FTHTHEMER $IE. REFSEZBNVEERWPAAT . R A AR
A A AR R AN A B B i 8y R B, AR IE A A%
iy 1) AT B BK A R AR

(c) Following loss management procedures to electronically deauthorize lost,
stolen, missing, or otherwise potentially compromised tokens, cards, and other
devices that bear or generate identification code or password information, and

to issue temporary or permanent replacements using suitable, rigorous controls.
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(d) 158 A 5 % A PRBER B 1R 2 A AR RS Y A Y, X RG22 4 50T
HATE AT AR AU ] 2B T 2RI, 220 V8 R R Sk

(d) Use of transaction safeguards to prevent unauthorized use of passwords
and/or identification codes, and to detect and report in an immediate and urgent
manner any attempts at their unauthorized use to the system security unit, and,

as appropriate, to organizational management.

(€) XL FEATHI AN E I, A A A VR0 A AT 35 A 45 S8 A AR T
Fh, DRV IIRE LR, JFH A PR B

(e) Initial and periodic testing of devices, such as tokens or cards, that bear or
generate identification code or password information to ensure that they

function properly and have not been altered in an unauthorized manner.
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